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CIRCULAR NO. BEN/KOL/28
        TO ALL UNITS / MEMBERS                DATE: 09.04.2018
SPOTLIGHT ON RISK CONTROL MEASURES: 
PREVENTIVE VIGILANCE TO BE ADHERED TO BY STAFF MEMBERS

A series of frauds have recently cast the spotlight on the dark corners of the Indian banking system. The details of what exactly went wrong are still trickling into the public domain, yet the information available till now suggests that there was a failure at different levels viz. Internal controls, Corporate governance and weak regulatory role. 

In view of the increasing frauds and cyber security threats, it is the need of the hour to keep our eyes open while working in our desk, meticulously adhering to the Bank’s laid down System and Procedure. We cannot afford to allow any deviation and compromise with the operational risk thus endangering our job and sustaining loss to the Bank by our act.

We reiterate the Standard Procedure / practice to be followed in day to day banking by our members which are illustrative but not exhaustive. 

A. PAYMENT OF FAKE / FORGED INSTRUMENTS

1. Ultra Violet lamp should be used for verification of genuineness of instruments of Rs.50000/- and above for all suspicious transactions besides verification of signature of drawers.

2. As integral part of precautionary measures, instruments of Rs. 25000/- and above should be invariably tested under Fugitive ink water droplet test before payment as per instructions contained in NBG/S&PSP/21/2009-10 Dated 19.12.2009.

3. Due care is to be taken to ensure that genuine and honest customers do not suffer by our acts.

4. Extra-ordinary care to be taken while authorizing payment of high value non-home/ home branch cheques.

5. All cheques of Rs. 1.00 crore and above to be passed physically by two officials at all CCPCs and Branches.

6. In case of non-home transactions of Rs. 2.00 lac and above or suspicious cheques, the drawer has to be contacted over phone and get confirmed. If drawer is not reachable, home branch of the customer has to be contacted to confirm the genuineness of the instrument.

7. All RTGS transactions have to be backed by cheques and restricted to Home branches only.

8. Viewing of cheque range by non-home branches has been disabled in the System.

9. Following value caps have been put in place in System for payment of Multicity cheques at Non-Home branches:

a) SB A/cs (HNIs & NRIs) : Maximum Rs. 50.00 lacs, unless requisitioned otherwise

(HNI definition: Customers having an average quarterly balance of more than Rs. 20.00 lacs under P domestic deposits at CIF level)

b) SB A/cs (others)


: Maximum Rs. 10.00 lacs

c) Current / Cash Credit A/cs
: Maximum Rs. 50.00 lacs
10. SMS should be ensured for debit transaction in the account through registered mobile of the customer.
11. Initial safeguards should be taken in respect of high value cheques deposited in newly opened accounts.
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B. MEASURES FOR  STAFF:
1. Functionality in CBS rolled out, preventing the Teller from posting any credit transactions in his / her own account or accounts of his / her relatives opened under staff CIF type “ Staff Family member”

2. Biometric authentication by users has been introduced in branches.

3. Remote login facility to access CBS disabled.

4. Capability level 9 (i.e. Branch Manager) in CBS is restricted to Branch Head only and power to allocate capability level 9 has been withdrawn from branches.

5. Customers to be alerted to accept only computer printed entries for updating of Pass Books.

6. Sanction of loan against Bank’s own TDR / STDRs at non-home branches has been withdrawn.
7. Registration of mobile number made mandatory for all newly opened accounts. Wide publicity is being given for registration of telephone number in respect of existing accounts.

8. Branches should not carry out any financial transactions requested by the customers through e-mail even if the request is made through a letter scanned as an attachment.

9. Instructions regarding KYC are reiterated to avoid impersonation.

10. To ensure VVRs and other Control reports are meaningfully checked. 
11. Bank’s Cheque Referred and Return Register must be used by operating staff in case of any iota of doubt to avoid direct accountability.

12. GCC Card Holder should be properly identified while making cash payment through GCC.

13. On request by customer to change his/ her mobile no. in the System, as a precautionary measure, old mobile no. should be mentioned in the application form.

14. As per the HR Volume 2 Chapter 3, page 102 clause 3.32 (iv) under General Guidelines / Instructions in vogue as well vide Circular no. CDO/P&HRD-IR/66/2016-17 Dated 09.09.2016 under Annexure-A page 31(h)- “On special occasion it might be necessary to attend to cash transaction outside business hours, however due care and caution should be exercised by Management in entering such late transactions. Such late transactions should be duly authorized by a Competent Official.” This should be followed at branch level.
15. As per amendments to the Prevention of Money –laundering Rules 2005 by the Central Government and instructions reproduced in e-circular R&DB/OPS/KYC/4/2017 Dated 23.10.2017, Aadhaar / Aadhaar Enrolment Number (AEN) and PAN/ Form 60 have been mandatory for opening of Bank accounts except for Small / BSBD accounts, NRI accounts and accounts opened in Assam, Meghalaya & J &K which are exempted from obtaining Aadhaar/ AEN.
C. CYBER RELATED FRAUDS :

Cyber fraud is a fraudulent activity committed using computers and the internet. Frauds are being committed through some of the methods like phishing, hacking, bypassing complex system securities and encryption using computer as a medium. Nowadays with digitisation cyber frauds are being perpetrated by newer communication devices such as mobile phones, tablets, personal digital assistants (PDAs) ATMs, Internet Banking / Mobile Banking etc.
(a) Therefore, it is necessary that customer’s confidential information and other data/ information available with Banks are secured adequately to ensure that fraudsters do not access it to perpetrate fraudulent transactions.
(b) The Bank’s systems need to be adequately secured to ensure that no unauthorized person carries out any system modifications / changes or allowed any entry into the System.
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D. OTHER IMPORTANT MEASURES :
1. Imparting training to operating staff to update knowledge in changes in System & Procedures etc. And equip them to cope with the technological advancement in Bank.

2. Complying with the Best Practices Code adopted by the Bank.
3. Secrecy of passwords must be ensured.    

4. Whistle blowing culture to be encouraged in all branches / operating units to take preventive measures against perpetration of fraud. In the e-circular No. CDO/P&HRD-PM/81/2011-12 Dated 04.11.2011, detailed instructions have been issued to implement “Whistle Blower Policy” in the Bank and this is an internal mechanism for employees to report to the Management instances of unethical behaviour, actual or suspected, fraud or violation of the Code of conduct or ethics policy as per SEBI Regulations, 2015 .

5. Bank has come out with Master Circulars / SOPs (Standard Operating Procedures) on various matters/ subjects / desk related works which should be gone through and followed meticulously by every member. Every member must get himself/herself updated with the latest circulars on latest developments and different topics related to the Bank. 

6.  Cash Department Procedure should be followed meticulously by members as per the Bank’s circular.   

7. The Security arrangements in regard to remittances between branches including CAC linked branches should be followed meticulously as per the security norm, laid down threshold limits for remittances.

8. CCTV surveillance system is functional round the clock and its coverage areas/ capturing position should be ensured and checked on daily basis. 
9. All the SWOs drawers / cubicles must have automatic locking system.

10. (a) For branches guarded round the clock, the original set of keys will be retained with Senior/ Head/ Armed Guard on duty at all times. Duplicate keys will be retained with the Branch Manager or any other nominated supervising official.

(b) For branches which are guarded during working hours only, the original set of keys will be retained with Bank Guard during office hours and thereafter keys deposited with the Branch Manager ( Keys should remain with the BM if the branch is guarded by police guards). The duplicate keys, will, however, be retained with the Branch Manager.

(c) For branches which do not have guards, the original set of keys will be retained by the Branch Manager or any other nominated supervising official and no Award Staff should the responsibility to keep the keys and open the gate of the Branch. The duplicate keys, will, however, be retained with the Branch Manager.

11.
No outsourcing of core activities such as scanning of signatures, encoding of clearing instruments etc .should be done at branch level.
12. During visits to branches, the office bearers must check if any irregular practice is carried out in branches / operating units that may jeopardise the Bank’s interest and should immediately report to the Controller of the region with photographs and to the undersigned as well. 
13. The representative of outside agency / maintenance staff should not be utilized for any other purposes except for which they are engaged. It is observed that the Branch Management involve them in Bank’s day to day affair rather than their maintenance work viz.

a) Operating keys in opening of branches, cash vault.

b) Delivery of cash to counters.

c) Handling vouchers, security forms in Branch Premises.

d) Accessing Cash Safe room/cash area without permission.

e) Handling ATM Cards, INB Kits, Pass Books Returned Cheques.

f) Handling loan documents/other documents /Account opening forms/Signature Cards etc.  

14. Keep strong vigil upon the agents of CSPs and the agents of JV companies and take extra caution so that they are not given any permanent sitting arrangement which may mislead a customer and give scope for any malpractices on part of the JV Agents. Ensure to Whistle blow whenever any irregularity / malpractice is noticed. 
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15. It has been observed that “WhatsApp” is being used as a major tool by the authority to percolate orders down the line for various purposes. Such orders have no value as the WhatsApp is a mere social media tool to share views and therefore, members are advised to refrain from abiding by WhatsApp instruction unless conveyed in writing as per the provision 519 of Sastry Award. 
In case of any irregularities / malpractices observed please intimate it sharp to the concerned Office Bearer of your Module / undersigned.

Considering the need of the hour and our commitment as staff of this premier Institution and dedicated member of the mighty Organisation, we must be aware of the procedural lapses that may land us in trouble for which every member should get sensitized and remain alert and cautious. We must observe the behavioural pattern of customers, style of customers’ signature and any other remarkable features of customers that create doubts as also of those employees who habitually sit late on regular basis or perform work repeatedly using password /IDs of the supervising staff / BMs etc. to avoid any incidence of fraud and forgeries so that preventive measures can be taken beforehand through proper Whistle blowing to protect the interest of the Bank. We must also put our best endeavour to enhance the image of the Bank so as to keep its premier position intact in days to come.  
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GENERAL SECRETARY   
	STAFF WELFARE ACTIVITIES

CALCUTTA MEDICAL CENTRE

TIE-UP ARRANGEMENT WITH DIAGNOSTIC CENTRES

Our Bank has entered into Tie-up arrangement for 29 Pathological & Radiological Investigations with Calcutta Medical Centre Ltd., 12, Loudon Street, Kolkata-700017 (Contact No. 033-22871333 / 9836333385) for employees, pensioners and their dependants). All our members may avail this facility.


